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EXECUTIVE SUMMARY

No one country, Department, or Agency holds all of the authorities and capabilities to achieve
effective Maritime Domain Awareness. MDA can only be achieved through a collaborative
network of partners drawing upon their cumulative authorities and capabilities. It is only
through unity of effort that the security, safety, economic and environmental objectives
associated with MDA can be achieved.

This Maritime Domain Awareness (MDA) Concept of Operations (CONOPS) provides a
foundation for developing interagency and agency-specific policies, processes, procedures, and
organizational relationships to align activities that contribute to achieving MDA. This initial
spiral is primarily interagency focused, providing a federal approach to developing maritime
domain awareness at home and abroad in support of the security, safety, economy, and
environment of the United States. Many of the concepts and ideas expressed in this document
are also applicable in working with local, state, tribal, international and private sector partners.
Achieving MDA depends on the ability to monitor activities in such a way that trends can be
identified and anomalies detected. The desired state is transparency in the maritime domain.

This document has two purposes. First, it is intended to execute the National Plan to Achieve
Maritime Domain Awareness (MDA Plan) in support of the National Strategy for Maritime
security and National Security Presidential Directive-41 / Homeland Security Presidential
Directive-13 and help create an effective, on-going National MDA Enterprise. Second, it seeks
to provide the members and leadership of that enterprise the benefit of understanding gained by
inter-departmental work groups over a period of three years. It is intended to be strategic in
nature so as to permit flexibility in addressing agency-specific needs.

Maritime Domain Awareness (MDA) is the effective understanding of anything associated with
the global maritime domain that could impact the security, safety, economy, or environment of
the United States." However, this does not mean that knowing everything everywhere in the
maritime domain is a requirement to achieving MDA. This CONOPS develops a framework for
describing what needs to be known, as well as where or when that information needs to be
available in order to guide the systematic development of requisite capabilities. It establishes a
construct for categorizing types of information and prioritizing areas in the world where
information must be collected.

Conceptually, MDA is the integration of Global Maritime Intelligence and Global Maritime
Situational Awareness. Global Maritime Intelligence is the product of legacy, as well as
changing intelligence capabilities, policies and operational relationships used to integrate all
available data, information, and intelligence in order to identify, locate, and track potential
maritime threats.?  Global Maritime Situational Awareness results from the persistent
monitoring® of maritime activities in such a way that trends and anomalies can be identified.

! National Plan to Achieve Maritime Domain Awareness
2 Global Maritime Intelligence Integration Plan

® As defined in the National Plan to Achieve Maritime Domain Awareness; “Persistently Monitor” refers to an
ability to persistently monitor anywhere on the globe but is not meant to imply the ability to simultaneously
persistently monitor the entire globe.



This CONOPS describes an open net-centric architecture for information sharing throughout the
Global Maritime Community of Interest (GMCOI) and across all of the associated MDA pillars
(vessels, cargo, people, and infrastructure). An MDA architecture founded upon net-centric
principles will provide a secure, collaborative, information-sharing environment and
unprecedented access to decision-quality information. A fundamental attribute of a net-centric
environment is the ability for any consumer of information to get the information that is needed,
when it is needed. This construct establishes an environment in which each data provider
publishes their data for consumers to discover and retrieve, based on appropriate permissions.
This approach effectively separates the data from the underlying application or system making it
available to a wide range of qualified users for a wide range of uses. The Enterprise will have
multi-level security protocols with cross-domain information sharing allowing information to
flow between classification domains, and be automatically sanitized when flowing from higher
to lower levels. MDA key components, situational awareness and intelligence information will
need to be combined and presented in a flexible operating picture. Through a User Defined
Operating Picture (UDOP), users will eventually monitor MDA pillars, other areas of interest
and have access to all relevant databases. Users will then perform collection, analysis, and
dissemination. This collaborative concept of a UDOP is founded upon a net-centric services-
oriented architecture.

Another key aspect of this CONOPS is interagency governance to coordinate and unify efforts
across a broad range of federal, state, local, tribal, private sector and international partners. An
interagency MDA governance structure must provide sufficient direction in developing policy
and standards to guide individual agencies and partners in sharing information and intelligence
and working together to ensure continued alignment of efforts to achieve national MDA goals.
This CONOPS establishes a structure to align the efforts of the Directors of the Global Maritime
Community of Interest Intelligence Enterprise and Global Maritime Situational Awareness
Enterprise through a Maritime Domain Awareness Stakeholder Board. The staff for each
Governance component will consist of appropriate subject matter experts from cognizant
agencies.  This governance organization will have policy development, guidance and
coordinating responsibilities, but will not exercise operational control of resources or assets that
contribute to MDA. The authorities of federal departments and agencies, to include the chain of
command for military forces and tasking of civil assets, will not be altered or impaired by this
organization.

Recognizing that there are numerous existing facilities that already contribute greatly to the
nation’s MDA, this document proposes the designation of Enterprise Hubs. Designation as an
Enterprise Hub confers two primary responsibilities; coordinate information flow for the
respective subject area both domestically and internationally, and facilitate the sharing of related
intelligence, information and data within and across Hubs and throughout the maritime
community of interest. Enterprise Hubs for Vessels, Cargo, People, Infrastructure and
Architecture are proposed from existing organizations that already possess subject matter
expertise, a preponderance of the requisite authorities, and knowledge of associated capabilities
and procedures. These Enterprise Hubs will be linked to intelligence and information providers
and able to share pertinent data throughout the GMCOI. In the future these Hubs will grow into
a virtual analysis and fusion network as technology capabilities increase. A lead agency for
development of the MDA information architecture is also proposed.



The MDA CONOPS is an overarching document applicable to all federal stakeholder agencies
under which individual departments and agencies can develop specific operational guidance,
tactics, techniques and procedures. This document will continue to evolve. Follow-on iterations
will address intelligence and information sharing with state, local, tribal, private sector and
international stakeholders. Achieving the desired capabilities in this and subsequent spirals
requires continued investment of our Nation’s intellectual, technological, human and financial
resources, as well as a partnership with all nations and international maritime entities.
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1. Purpose

This document describes a Concept of Operations (CONOPS) to execute the National Plan to
Achieve Maritime Domain Awareness (MDA Plan). It is part of a comprehensive national effort
to enhance the safety, security, economy and environment of the United States by deterring and
preventing hostile or illegal acts within the maritime domain.

The current capability of the United States to create awareness to mitigate maritime security risks
and respond to maritime threats is incomplete. Today, MDA is achieved through a mix of
established arrangements and uncoordinated employment of non-standard processes on a routine
and as-needed basis. These varied processes, data systems, and sharing arrangements among
stakeholders are insufficient to achieve the level of MDA required to support a proactive
maritime security strategy. Further, existing organizational relationships, authorities and
responsibilities do not provide overall accountability for awareness outcomes.

This CONOPS is written to execute the National Plan to Achieve Maritime Domain Awareness
by establishing an on-going National MDA organizational structure. It is intended to meet the
following objectives:

= describe the interagency desired state of MDA: An environment in which the GMCOI
embraces and achieves the common objective of obtaining and sharing information as a
mechanism to increase safety, security, and economic prosperity in the maritime domain;

= improve MDA planning and execution at all levels by establishing an interagency perspective
for partnering and coordination efforts;

= provide an initial framework that enhances MDA and serves as an input to capability
development;

= provide a foundation for a process to identify and close current MDA-related capability gaps
and measure progress;

= provide sufficient detail regarding desired capabilities to form the basis for development of
an interagency MDA investment strategy;

= describe information architectures needed to share data, intelligence and information in the
Global Maritime Community of Interest (GMCOI);* and

= recommend changes to MDA-related policies and statutes.

2. Scope

This initial version of the CONOPS is applicable to federal agencies within the GMCOI, and
informs other GMCOI stakeholders. Subsequent iterations will expand the scope to include

4 GMCOI includes, among other interests, the federal, state, local and tribal departments and agencies with
responsibilities in the maritime domain. Because certain risks and interests are common to government, business,
and citizen alike, community membership also includes public, private and commercial stakeholders, as well as
foreign governments and international stakeholders. Page 1, MDA Plan.



other levels of government, as well as international partners and the private sector as the concept
of MDA evolves.

The MDA Plan and the Global Maritime Intelligence Integration (GMII) Plan are mutually
supportive and both are key enablers for the other supporting plans under the National Strategy
for Maritime Security (NSMS),® including response under the Maritime Operational Threat
Response (MOTR) Plan.

This CONOPS was developed with full consideration of existing programs and current initiatives
affecting maritime security. A number of these programs have been in place for many years, and
many more are being developed concurrently with this CONOPS. For example, the Security and
Accountability for Every Port Act or the SAFE Port Act became Public Law No: 109-347 on
October 13, 2006. Appendix B contains a more complete listing of related documents, laws and
acts.

2.1  Key Definitions®

Maritime Domain is all areas and things of, on, under, relating to, adjacent to, or bordering on a
sea, ocean, or other navigable waterway, including all maritime-related activities, infrastructure,
people, cargo, and vessels and other conveyances.’

Maritime Domain Awareness (MDA) is the effective understanding of anything associated
with the maritime domain that could impact the security, safety, economy, or environment of the
United States.?

Global Maritime Intelligence (GMI) is the product of legacy as well as changing intelligence
capabilities, policies and operational relationships used to integrate all available data,
information and intelligence in order to identify, locate, and track potential threats to maritime
interests. It provides accurate, relevant and collaborated maritime threat information to
operational and law enforcement entities, supporting a variety of tactical, operational, and
strategic requirements.’

Global Maritime Situational Awareness (GMSA) is the comprehensive fusion of data from
every agency and by every nation to improve knowledge of the maritime domain. GMSA results
from persistent monitoring of maritime activities in such a way that trends can be identified and
anomalies detected. It is a layered picture of the current state and trends that includes
information pertaining to MDA pillars (vessels, cargo, people and infrastructure) and related
economic and environmental issues.

® Other plans include the Maritime Transportation System Security (MTSS) Recommendations, Maritime Commerce
Security Plan (MCS), Maritime Infrastructure Recovery Plan (MIRP) International Outreach and Coordination
Strategy (10), and Domestic Outreach Plan (DO).

®A comprehensive list of definitions and acronyms is contained in Appendix A. Appendix B contains a list of
maritime security and information sharing references.

" National Plan to Achieve Maritime Domain Awareness
8 National Plan to Achieve Maritime Domain Awareness

° Global Maritime Intelligence Integration Plan



2.2 MDA

As stated previously, effective MDA can only be achieved through the integration of Global
Maritime Intelligence (GMI) and GMSA (MDA = GMI + GMSA). However, an important
distinction must be made between the responsibilities of the maritime agencies developing GMI
and the responsibilities of those maritime stakeholders providing GMSA. The complementary
and interactive qualities of GMI and GMSA will be repeated throughout this CONOPS to
emphasize the foundational dependence upon this partnership. This CONOPS seeks to build
synergy between intelligence and situational awareness. GMSA and GMII organizations must
exist as symbiotically interdependent organizations seeking to integrate intelligence, information,
situational awareness and threat information.

Stakeholders providing both GMI and GMSA are involved in the collection, analysis, fusion and
dissemination of information and intelligence to decision-makers. While intelligence efforts
seek to identify threats and provide cueing, situational awareness focuses on persistent
monitoring of maritime activities allowing trends to be identified and anomalies detected. The
distinction is generally identifiable in that GMII is responsible for: 1) all-source intelligence
analysis 2) responding to identified intelligence needs from decision-makers, 3) focusing on
predictive threat warning, and 4) providing detailed cueing that characterizes the evolving threat.
By contrast, GMSA provides a comprehensive view of the MDA pillars, the synthesized whole
characterizing "maritime normal.”

Only when GMI and GMSA are integrated together will decision-makers have the effective
understanding that defines MDA. 1t is the intent of this CONOPS to ensure that the capabilities
of GMI and GMSA are fully integrated and coordinated, especially as they relate to the
functionality of supporting information management systems.

2.3 GMI

GMI is the product of intelligence capabilities, policies and operational relationships used to
integrate available data, information and intelligence in order to identify, locate, and track
potential threats to the national security and maritime interests of the United States and partner
nations. GMI's primary function is to identify the cargo, vessels, and people that pose a potential
threat to maritime interests. Per the GMII Plan, strategic analysis and intelligence integration of
maritime activity will be integrated with GMSA to help achieve MDA.

2.4 GMSA

GMSA is the persistent monitoring of maritime activities in such a way that trends can be
identified and anomalies detected. It is the product of a comprehensive fusion of data from every
agency and by every nation with knowledge of the maritime domain. It is a layered, highly
detailed picture of the current state and trends that includes information pertaining to the MDA
pillars, the environment and financial transactions. The GMSA picture can identify anomalies in
the daily flow of maritime commerce, a complimentary process to the threat cueing provided by
GMILI.

3. Planning Assumptions

In addition to assumptions in the National Strategy for Maritime Security and the National Plan
to Achieve MDA, the following assumptions are used in the development of this document:
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The proposed governing organization will be approved and implemented,;

There will be a continuing need to collaborate across the interagency and among other
stakeholders to accommodate virtual collaboration across the various MDA pillars;

The MDA CONOPS and subsequent iterations will accommodate determination of
requirements and priorities for a wide variety of stakeholders;

A legal framework will exist to allow stakeholders to share maritime-related data to the
greatest extent possible;

Stakeholders will collaborate in networking existing capabilities into cooperative systems;

All stakeholders are sensitive to fiscal and budget issues in the implementation of this
CONOPS and in the development of new capabilities;

Technology, including collection sensors, fusion and analysis techniques and dissemination
tools will advance, enabling improvements in future capability;

The dynamic between security constraints and economic interests will influence information
sharing and security actions;

MDA is a global project that requires the participation of foreign partners; and

Technology will enable sharing of maritime-related data through emphasis on
interoperability, standards, open architecture, re-use of information (input once, access many
times) and collaborative processes.

4. Problem

In order to gain an effective understanding of the maritime domain, information and intelligence
must be gathered and shared across numerous stakeholder agencies. However, numerous
obstacles impede the ability to share intelligence and information that is necessary to achieve
MDA including:

Databases that are not adequately connected in a way that allows the identification of
information gaps or redundancies;

The inabilities to persistently monitor critical areas, associate data with detected targets, and
otherwise create situational awareness;

Incompatible and proprietary operating systems and organizations;

Lack of trusted partnerships and a cultural propensity not to share information and
intelligence inhibiting effective knowledge management;

Real and incorrectly perceived policy restrictions on sharing data. Few statutory limitations
exist to prevent sharing of specific information. Most restrictions are based on internal
policy and perceived sharing constraints;

Limited interagency communications, connectivity and interoperability exacerbated by
multiple classification systems that lack seamless cross-security domain solutions (e.g., For
Official Use Only, Sensitive but Unclassified, Sensitive Security Information, Law
Enforcement Sensitive);



= Limited interagency awareness of complementary mission sets that impede development of a
true community of interest; and

= Limited understanding of data contained in proprietary and government systems.

5. Desired State

The desired state is an environment where federal, state, local, tribal, private sector and
international partners can embrace and achieve the common objective of obtaining and sharing
information as a mechanism to increase safety, security and economic prosperity in the maritime
domain and have the supporting architecture to do so.

Achieving MDA depends on the ability to monitor activities in such a way that trends can be
identified and anomalies detected. Data alone is insufficient. Data must be collected, fused and
analyzed with the assistance of computer data integration and analysis algorithms. These
automated fusion and analysis tools will allow handling vast, disparate data streams, so that
operational decision makers can anticipate threats and take the initiative to defeat them. The
following objectives constitute the MDA Essential Task List from the MDA Plan. These
essential tasks will identify and guide development of operational capabilities and requirements:

= persistently monitor in the global maritime domain
e vessels and craft,
e cargo,
« vessel crews and passengers'?, and
o all identified areas of interest;
= access and maintain data on vessels, facilities, and infrastructure;

= collect, fuse, analyze, and disseminate information to decision makers to facilitate effective
understanding; and

= access, develop and maintain data on MDA-related mission performance.

Achieving these objectives enables threat identification and facilitates effective decision-making.
To this end, the CONOPS lays the ground work for:

= MDA governance that effectively develops national MDA policies and supporting strategies
to

e develop GMSA,

e integrate GMI and GMSA,

o develop future versions of this CONOPS, and

« help guide execution of the national interagency MDA investment strategy;

19 See Appendix C-3 for the inclusive definition of “people” in the maritime domain.



= policies and procedures for collaboration and information and intelligence sharing among
stakeholder agencies;

= optimized flow of intelligence and information among all domains to include the private
sector and international/coalition partners;

= an open-system architecture that facilitates accurate, timely and inter-operable information
and intelligence sharing and promotes collaboration among the GMCOI,

= fulfilled information needs of MOTR agencies and other decision makers;

= access to all information and intelligence commensurate with appropriate security clearance
protocols and authorities;

= a global, network-based awareness arising from cooperative collection, analysis (including
anomaly detection, pattern analysis, and knowledge-discovery in databases), fusion and
dissemination of maritime data, information and intelligence;

= near real-time, dynamically tailored, network-centric information shared by US federal
agencies and available to all state, local and tribal agencies and international partners with
maritime interests and responsibilities;

= automated fusion capabilities that integrate into net-centric architecture;

= a framework for data management and archiving to support fusing of information and
intelligence data;

= a framework for identifying and prioritizing capability development for collection, analysis,
fusion and dissemination needed to address gaps, improve performance and implementation
strategies;

= Processes for integrating capability across disparate organizations and cultures including
training, exercise and experimentation; and

= Employment of appropriate measures of effectiveness to consistently evaluate and improve
GMSA and GMII performance.

6. Creating MDA

MDA is not a particular mission or task, but rather the result of the proper integration of a
diverse set of capabilities, which provide decision makers with an effective understanding of the
maritime domain. This effective understanding facilitates the decision making process and
enables operational response.

Persistent monitoring requires integrated management of a diverse set of collection and
processing capabilities, operated to detect and understand activities of interest associated with
the MDA npillars, and related economic and environmental issues with sufficient endurance,
repeatability, and quality to enhance awareness and influence decisions. It does not imply the
ability to simultaneously monitor all maritime activities worldwide, but rather to monitor
activities in such a way that trends and anomalies can be identified. While methodologies vary
across the GMCOI, tasks that support the creation of MDA can be grouped into four broad
categories. These tasks are not necessarily performed sequentially, but are part of an iterative
process, the exact nature of which varies by situation. Creating MDA involves collection,
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fusion, analysis and dissemination of data and information. This data must be developed into
discoverable information and disseminated to decision makers. Finally, this data must be
archived and maintained in a manner to allow trend analysis, anomaly detection and future study.

The expected day-to-day MDA operations will generate incredibly large amounts of data and
information. Effective fusion and analysis will require a proactive and very robust approach to
Knowledge Management (KM). KM is a concept in which an enterprise or organization
consciously and comprehensively gathers, organizes, shares, and analyzes its knowledge in terms
of resources, documents, and people skills. In other words, MDA KM allows capturing,
organizing, and storing knowledge and experiences of individual workers and groups within the
GMCOI and readily makes this information available for seamless information sharing to others.

6.1 Monitoring and Collection

Monitoring and collection involve gathering data and information in any manner and from any
source. Data and information may come from routine surveillance operations and sensors, cued
intelligence sensors and sources, open source publications, archived data bases, or reports from
members of the maritime community (e.g. first responders, shipping industry, etc.). Collection
will involve cooperation between collection assets operated by the intelligence community and
those operated by other non-intelligence organizations. This will require cooperation between
the GMII Director and the GMSA Director to manage the tasking for the intelligence assets.

6.2 Fusion & Analysis

Data fusion and analysis is the process of combining data or information to determine what
significant and actionable knowledge is present in all available data. This can mean estimating
or predicting entity status, determining relationships, assessing situations, or assessing potential
vulnerabilities, threats, and consequences. For MDA purposes, an entity may be a person,
physical object, concept, relationship, or an event. An internationally agreed upon data model
and reference standards, including computer-assisted analysis tools, need to be established to
enable interoperability between diverse systems.

Data fusion is data association and knowledge-discovery. Data association uses commensurate
information in the data to determine which data belongs together. It is the definition and
calculation of a closeness metric on which the assignment of data or semantic reports to
customers will be decided. Knowledge-discovery in databases is the process of discovering
previously unrecognized patterns in data. The objective is to use these tools to convert data and
information into useable knowledge for the decision maker.

Analysis is the process of examining collected data in detail to detect an activity of interest,
operating patterns and anomalies, capability and intent. MDA is the integration of intelligence
and information within the broader context of associated situational awareness (SA). The goal is
to provide the necessary level of awareness to the end-users of the information about specific
MDA pillars.

6.3 Dissemination

Dissemination is the process of getting the right information to the right users. For MDA, the
desired state is to provide pertinent data, products, alerts, and warnings to support decision
makers, analysts, and responders within the GMCOI. The dissemination of data, products, alerts,
and warnings is achieved through a web-enabled, net-centric architecture that permits GMCOI
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access to pertinent database information in a timely fashion. The desired state is also to get the
needed intelligence and information to the decision makers in time for them to act. MDA
information, intelligence, data, products, and services will be the sources for developing GMCOI
User-Defined Operational Pictures (UDOPs). The characteristics of this global network will
include multi-level security and access, allowing users to pull or subscribe to desired information
and data from widely disparate data repositories, and to push or publish information, alerts, and
warnings as warranted.

6.4 Archiving & Maintaining

Archiving and maintaining includes retention and retrieval of historic data and continuity of
operations capability. These functions are essential for effective MDA as they allow association
of historic data with current monitoring and collection. It includes ensuring compliance with
information assurance standards and assessing data quality, integrity, and pedigree. Information
archives also support rapid restoration of awareness after natural disaster, national emergencies,
or successful attack.

7. Information Architecture

Information architecture to support MDA founded upon net-centric principles will provide a
secure, collaborative, information-sharing environment and unprecedented access to decision-
quality information. A fundamental net-centric attribute is the ability for any consumer to get
information that is needed, when it is needed. A net-centric environment is one in which each
data provider exposes data for consumers to discover and retrieve. This approach effectively
separates the data from the underlying application or system making it available to a wide range
of users for a wide range of uses. The Enterprise will have multi-level security protocols and
permissions. Cross-domain sharing will enable information to flow between classification
levels, with automatic sanitization when it passes from a higher to lower classification.

The concept of a Services-Oriented Architecture (SOA) allows access to valuable data and
applications across any particular community of interest. It provides flexibility to address
unexpected data requirements. The SOA also allows the original data stewards to control their
own data, both in terms access requirements and data integrity. It allows agencies to retain the
investment they have made in their existing systems. It also uses internet technology, which is
user-friendly and readily understood. The concept of a User Defined Operational Picture
(UDOP) is founded upon a services-oriented architecture. One example of an SOA is the DHS
SOA Information Sharing Framework, which has been approved as the SOA standard for
Department-wide internal use.

A UDORP is a picture of the maritime situation tailored by an individual user from a common
pool of data using processing methods of their choosing, whereas a common operational picture
(COP) implies uniformity in the source and display of data. A SOA enabled UDOP allows each
user to define the sources of data and the “look and feel” of their own picture display. Each user
will be looking at a unique, but accurate, picture of the maritime domain that serves their mission
needs and interests. In this way, all members of the GMCOI can use MDA to their best
advantage, and leverage their expertise, experience, and authorities in the cause of maritime
security, defense, safety, and stewardship.



7.1 Desired Architecture

While the goal in the near term is to establish information exchange processes and practices, the
objective for the desired state is to develop and implement an integrated net-centric enterprise.
The enterprise network will depend upon four product lines:

a services-oriented architecture foundation that provides a structure for interoperable
computing. The core services include security and information assurance, service discovery,
enterprise services management, machine-to-machine messaging, people and device
discovery, mediation and metadata registry services;

collaboration that enables synchronous communications and file sharing among users. These
services include session management, presence and awareness, audio collaboration, video
collaboration, text collaboration, application sharing, application broadcasting, and virtual
space;

content discovery and delivery that provides common specifications to expose, search,
retrieve and deliver information across the enterprise; and

portal services that provide personalized, user-defined, web-enabled presentation and offer
secure access to the enterprise.

Users will be granted access parameters dependent on roles, responsibilities and authorities and
then enjoy unfettered use of a range of products and services available within the multi-level
security enterprise. An initial set of common core services available to the GMCOI is envisioned
to include:

discovery services that provide processes to identify information content or services that
exploit metadata descriptions of Information Technology resources stored in directories,
registries and catalogs, to include search engines;

collaboration services that allow users to work together and jointly use selected capabilities
on the network;

mediation services that help broker, translate, aggregate, fuse or integrate data,;

messaging services that provide the ability to exchange information among users or
applications on the enterprise infrastructure;

platform services that provides infrastructure to host and organize distributed on-line
processing;

storage services that provide physical and virtual places to host data on the network with
varying degrees of persistence, such as archiving, continuity of operations and content
staging;

security services that provide capabilities to address information assurance standards,
operational availability, network vulnerabilities, and system security; and

enterprise  management services that provide end-to-end performance monitoring,
configuration management and problem detection and resolution, and enterprise resource
accounting and addressing for users, systems, and devices.



In the event of any one of a wide range of disruptive events, the system must be maintained at a
high level of readiness. A robust continuity of operations capability is vital to response,
recovery, and risk mitigation. This continuity of operations must be capable of implementation
both with and without warning and must be able to recover quickly and minimize down time.
These core services should be designed to facilitate exchanges with parallel efforts to MDA (e.g.,
Air Domain Awareness (ADA)) to facilitate overlapping interests in tracking the movement of
cargo and people through the global transportation system.

8. Governance

No one department or agency holds all of the authorities and capabilities necessary to achieve
effective MDA. MDA can only be achieved through a collaborative network of partners that
draw upon their cumulative authorities and capabilities. It is only through unity of effort that the
security, safety, economic and environmental aspects associated MDA objectives be achieved.

A key goal of this CONOPS is the development of a federal interagency leadership structure for
achieving MDA. Achieving MDA will require coordinated focus and unity of effort across a
broad range of federal, state, local, tribal, private sector and international partners. However,
clear government-wide policy and guidelines regarding the sharing of intelligence and
information have not been fully implemented.

An MDA Governance Organization is needed to ensure a shared perspective across the GMCOI,
including balancing the equities of civil, military, private sector and international stakeholders.
The governance organization will have MDA policy and oversight roles and maintain a
perspective on how well those policies enable activities that enhance MDA. The governance
organization will be responsible for encouraging and monitoring the implementation of effective
national policies and procedures to achieve MDA.

As previously discussed, MDA is the integration of GMI and GMSA (MDA = GMI + GMSA).
While intelligence efforts seek to identify threats and provide cueing, situational awareness
focuses on persistent monitoring of maritime activities allowing trends to be identified and
anomalies detected. The Governance organization is designed to develop synergy between
intelligence and situational awareness.

The structural and functional aspects of the GMII Enterprise and the GMSA Enterprise are
described in the following sections. This CONOPS calls for a MDA Stakeholder Board that will
serve to coordinate, integrate and reconcile the efforts of GMII Enterprise and GMSA Enterprise.
The GMII Enterprise, and GMSA Enterprise Directors’ policy development, guidance and
coordination responsibilities will not impair or otherwise circumvent the authorities of federal
departments or agencies, nor the chain of command for military forces, nor tasking of civil
assets.

The overall governance organization consists of a MDA Stakeholder Board, co-chaired by the
Director of GMII Enterprise and the Director of GMSA Enterprise, with supporting staffs. The
MDA Stakeholder Board should include representatives from a broad cross-section of agencies,
(e.g., Department of Energy’s National Nuclear Security Administration, Customs and Border
Protection, Federal Bureau of Investigation, Immigration and Customs Enforcement, the
Intelligence Community, U.S. Coast Guard, and U.S. Navy) in order to ensure appropriate
equities are represented and all information and intelligence sharing opportunities are exploited
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and evaluated as a means to achieve MDA. The Director of GMSA Enterprise will fill the role
of MDA Stakeholder Board executive secretary. Coordination between GMI and GMSA at all
levels from the Stakeholder Board to individual action officers is critical to success.

8.1 Governance Characteristics
Leadership

An effective information sharing environment is not sustainable if trust among all of the
stakeholders is not developed and maintained. Along with developing trust, the governance
organization must have the ability to effectively collaborate with, and if necessary represent the
equities of, a wide variety of maritime stakeholders at all ends of the MDA spectrum from
providers to users and responders.

Policy Guidance

The MDA governance organization must provide clear intelligence and information sharing
policies, protocols and standards to allow, to the maximum extent possible, individual agencies
and partners to collaborate fully and broadly share information, while protecting civil liberties.

Oversight and Accountability

Participants in the GMCOI need to know that their data will be protected. The MDA governance
will implement oversight and accountability measures. Likewise, policy-makers need to have
the confidence that the statutes and policies governing the sharing of information are being
implemented, followed, and enforced. Perhaps most important, the public needs to know that the
information sharing environment is protecting national security in accordance with existing laws,
policies, traditional civil liberties, and is subject to oversight and enforcement.

Coordination

The Governance Organization must be able to coordinate existing organizations’ authorities,
responsibilities, interagency relationships and subject matter expertise to ensure increased and
continued national effectiveness across the full range of maritime missions and activities.

Additional Characteristics
Additional characteristics of the MDA Governance Organization include:

= appropriately positioned within the federal government to present legal and policy change
recommendations to appropriate bodies;

= representation from all primary federal MDA stakeholder agencies;

= access to sufficient information technology expertise to evaluate and recommend
modifications to existing architectures and evaluate new technologies to facilitate the
collection, analysis, fusion and dissemination of intelligence and information, while also
providing for the safeguarding of the data; and

= access to legal and civil liberties protection review and expertise.

8.2 Maritime Domain Awareness Stakeholder Board

The Maritime Domain Awareness Stakeholder Board will be responsible for policy coordination,
alignment, synergy and issue resolution between the GMII Enterprise and the GMSA Enterprise.
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The MDA Stakeholder Board will be co-chaired by the Director of GMII Enterprise and the
Director of GMSA Enterprise with representation from maritime stakeholder agencies and those
agencies responsible for the eight plans that support the National Strategy for Maritime Security.
The Stakeholder Board, through the co-chairs, will serve as a conduit to the Maritime Security
Policy Coordinating Committee (MSPCC). The co-chairs are responsible for promoting unity of
effort, standardization and appropriate access to a wide range of information critical to achieving
Maritime Domain Awareness. The Stakeholder Board co-chairs will develop a charter within 60
days of the appointment of a Director of GMSA Enterprise.

The Stakeholder Board’s efforts will focus on optimizing and guiding information sharing and
the development of capabilities related to the key functional aspects of Maritime Domain
Awareness; collection, fusion, analysis and dissemination of data, information, and intelligence.
At a minimum, the board will convene quarterly to:

= Provide the MSPCC and national security leaders, through the co-chairs, recommendations to
update strategic-level guidance and revise policy as appropriate; particularly policies and
standards to promote information and intelligence sharing across a wide range of domestic
and international maritime stakeholders;

= |dentify statutory, policy, legislative and cultural issues impeding the integration of
information and intelligence and efforts to achieve MDA

= Discuss activity of and provide guidance to the GMII and GMSA Enterprises to improve the
availability and integration of maritime data, information and products;

= Foster an environment that facilitates intelligence and information sharing and unity of effort
within the GMCOI through leadership, policy development, oversight and accountability;

= Coordinate implementation of multi-agency tasking and requirements related to maritime
intelligence and information sharing;

= Develop a process, and provide a venue for the resolution of cross-jurisdictional issues,
including intelligence and information sharing disputes;

= Ensure subsequent follow-on versions of this CONOPS, and the Integrated Investment
Strategy address the equities of both the GMII and GMSA Enterprise and include evaluation
based on most recent maritime threat assessment;

= Ensure Global Maritime Domain Awareness information architecture and products support
the requirements of federal, state, local, tribal, private sector, and international stakeholders
at all levels worldwide;

= Facilitate integration and prioritization of requirements and resources for Global Maritime
Domain Awareness; and

= Assist in prioritizing goals and objectives for GMSA that are consistent with interagency
priorities.

8.3 Global Maritime Community of Interest Intelligence Enterprise

National Security Presidential Directive-41/Homeland Security Presidential Directive-13
underscores the importance of securing the Maritime Domain. The Global Maritime Intelligence
Integration Plan is one of the eight supporting plans to the National Strategy for Maritime
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Security. The GMII Plan defined the GMII Enterprise Director’s roles and responsibilities in
using existing capabilities to integrate all available intelligence regarding potential threats to U.S.
interests in the Maritime Domain.

Nothing in the MDA CONOPS either changes or restricts the authorities and responsibilities
assigned by the GMII Plan to the Director of GMII Enterprise and staff.

8.4 Director Global Maritime Situational Awareness Enterprise

The Director GMSA Enterprise is responsible for effective access to maritime information and
data critical to building the situational awareness component of Global MDA. The Director will
develop and recommend policy guidance for coordinated collection, fusion, analysis and
dissemination of GMSA information and products, as well as information integration policies,
protocols and standards across the GMSA Enterprise that are consistent with those established
under GMII Enterprise. The Director will also recommend improvements to situational
awareness-related activities supporting maritime information collection, fusion, analysis and
dissemination. The Director GMSA Enterprise will be a career senior executive or flag officer
designated by mutual agreement between the Secretary of Defense and Secretary of Homeland
Security. The Director will co-chair the MDA Stakeholder Board and be a member of the
MSPCC. The Director and staff should collectively have the background and experience to
represent federal, state, local, tribal, private sector and international maritime stakeholders who
are not part of the Intelligence Community. The Director and staff will be supported by a GMSA
Cabinet level organization.

A GMSA Cabinet-level organization will provide administrative support to the Director, GMSA
Enterprise and staff. This will include identification of office space, associated administrative
supplies and basic services. The Cabinet level organization will act as advocate and sponsor for
GMSA findings and recommendations that require federal level attention such as appropriate
legislative changes proposals. Interagency policy recommendations will be processed through
the MDA Stakeholder Board to the Maritime Security Policy Coordinating Committee.
Designation as the Cabinet level organization does not bring with it any additional authorities.
The authorities necessary to achieve MDA are a result of the cumulative authorities of the
agencies that make up the GMSA Enterprise.

The Department of Homeland Security will be the initial Cabinet-level host organization for the
GMSA Enterprise and shall ensure the enterprise is established upon approval of this Concept of
Operations.

The GMSA staff will consist of and be supported by dedicated subject matter experts from
across the federal government as selected by the Director from departmental nominees —
preferably on full-time two to three year detail assignments, consistent with agency funding and
mission. At a minimum, nominees should come from the Department of Homeland Security,
Department of Defense, Director of National Intelligence, Department of Justice, Department of
Transportation, Department of Commerce, Department of State, Department of the Treasury, and
Department of Energy’s National Nuclear Security Administration. Specifically, Customs and
Border Protection, Federal Bureau of Investigation, Immigration and Customs Enforcement, the
Intelligence Community, US Coast Guard, US Navy and the Maritime Administration should
provide full-time representatives to the GMSA staff based on articulated needs and skill sets
from the Director of GMSA. Additionally, the need to understand the vast and complex

13



mechanisms of financial transactions that underpin the maritime environment dictate that subject
matter expertise in these areas be accessible to or resident with the GMSA Director and staff.
Until otherwise determined, the director and staff will be located at a single facility, in the
Capital Area Region, easily accessible by all members of the maritime community of interest
that may include representation from additional law enforcement agencies, commercial maritime
and related industries. Within one year, and annually thereafter, the Director of GMSA will
provide the MDA Stakeholder Board with a review of GMSA staffing validating or
recommending changes to the mix of staff positions. The GMSA staff will be initially organized
to address:

= domestic information;
= international information;
= private Sector information;

= information systems and technology to include initiative such as MDA Data Sharing
Community of Interest (DS COI); and

o Enterprise Hub coordination.

It is envisioned that, as technical capabilities increase over time, coordination will become
primarily virtual, with MDA users networked by a multi-level security and access, services-
oriented architecture which may supersede this staffing requirement. However, in the near term
success will be contingent upon co-location of lead agency representatives with a primary focus
on improving information sharing.

The GMSA Director and staff will not have direct operational responsibilities. However, along
with responsibility for enhancing information sharing within the GMCOI, the GMSA Director
will be an advocate for organizations that collect, fuse, analyze, disseminate, archive and
maintain maritime-related information. The GMSA Director and staff will:

= identify and disseminate specific standards and protocols for information exchange and
access in the Global Maritime Community of Interest shared information space. This
includes the identification and inclusion of new or existing maritime data sources for the
shared information space;

= provide guidance and oversight to the GMSA Enterprise to improve the availability and
integration of maritime data, information and products;

= conduct community-wide assessments of capabilities that support GMSA to ensure alignment
of customer requirements with community information access processes, and relationships
between entities within the GMSA community of interest;

= monitor implementation of MDA initiatives including the Integrated Interagency Investment
Strategy and provide an annual report to the MDA Stakeholder Board;

= monitor MDA effectiveness. Develop and execute an assessment plan to include an exercise
program and performance measures, and provide an annual report to the MDA Stakeholder
Board;

= engage the GMCOI, to gain federal, state, local, tribal, international, and private sector
participation;

14



= coordinate and align efforts with the GMII Enterprise;

= coordinate community-wide inputs in developing future spirals of this CONOPS and the
Integrated Interagency Investment Strategy. Solicit input from appropriate maritime
stakeholders and ensure consistency with GMII Enterprise;

= work with the Enterprise Hubs to develop and implement a MDA Services Oriented
Architecture;

= advocate policy modifications to overcome impediments to achieving MDA,
= develop and disseminate information sharing lessons learned,;

= develop and recommend policies and procedures that integrate financial transaction
information with MDA pillar activities;

= work in conjunction with the GMII Enterprise Director to minimize information access
impediments and ensure information exposed to the GMCOI is disseminated at the lowest
appropriate security level,

= recommend policy and processes to ensure data integrity and data security;

= serve as the advocate for information sharing practices recommended by Enterprise Hubs,
ensuring all possible data relating to the MDA pillars and finance are available to the end
USers;

= assist in the resolution of cross-jurisdictional issues, including intelligence and information
sharing disputes between stakeholders;

= recommend policy regarding access to GMSA information by international, commercial, or
other entities;

= interface with members of the GMCOI to determine priorities and ensure priorities are
appropriately focused; and

= facilitate closer cooperation with international, state, regional, local and tribal officials and
organizations, consistent with the International Outreach and Coordination Strategy of the
National Strategy for Maritime Security.

9. Interagency Coordination

MDA must leverage resources and expertise held throughout the GMCOI to improve our ability
to detect, prevent and apprehend terrorists and criminals. To maximize intelligence and
information sharing, all members of the GMCOI must share information and intelligence,
communicate, collaborate, and coordinate their efforts to the maximum extent possible.
Effective MDA relies on a network architecture that links maritime intelligence and information
providers with all MDA users, decision makers and operational commanders. The desired state
is a global, web-enabled, net-centric enterprise; a fully networked and virtually coordinated
MDA picture. The network will have a multi-level security and access structure, as appropriate,
tailored to enable users to pull appropriate information and data, and to receive alerts and
warnings pushed from the network to users.

Non-material solutions will play a significant role in achieving MDA. New doctrine,
organizations, and training programs, along with new ways of using people and facilities will
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play an important role in engaging and integrating all members and aspects of the GMCOI.
Although this document is intended to address concepts and not solutions this approach is worthy
of mention. Capability gaps will be addressed in the MDA investment strategy while potential
solutions will be developed and evaluated through follow-on efforts.

Current technical, cultural, political, and policy limitations inhibit day-to-day attainment of
MDA. In the next subsection, this CONOPS proposes the establishment of Enterprise Hubs
based on the pillars of MDA. They will be located at existing agency analysis centers with
representation from other members of the GMCOI as needed. These Hubs will be the lead
coordinators for their MDA pillar and facilitate sharing information and intelligence among the
GMCOIL.

9.1 Enterprise Hubs

Enterprise Hubs will be developed from within existing organizations with capabilities that
already make substantial contributions to MDA in one or more of the following subject areas:

= vessels;
= cargo;
= people;

= infrastructure; and
= architecture management.

Designation as an Enterprise Hub confers two primary responsibilities; overall coordination of
information flow for the respective subject area both domestically and internationally, and
facilitating the sharing of related intelligence, information, and data. Enterprise Hubs are
intended to leverage their experience and expertise to provide leadership for the community in a
particular area, not to be the exclusive federal provider of information and products for that
subject area. The near-term concept calls for MDA Enterprise Hubs for the four MDA pillars, as
well as architecture. Agencies will require additional personnel, resources, and interagency
representation to fulfill liaison and subject matter expert functions.

These Enterprise Hubs need to be linked to intelligence and information providers and be able to
share pertinent data with the GMCOI. Each Enterprise Hub will receive intelligence,
information, and warnings generated by the GMII and GMSA communities, and each Hub will
make available GMSA data and information to appropriate decision-makers and GMI partners.
Current political, cultural and fiscal limitations to the implementation of viable technologies
dictate a regional or local approach to analysis, fusion, and dissemination. In the near-term, the
analysis and fusion of intelligence and information regarding the MDA pillars will be performed
by those local, regional, and national entities that currently perform an analysis function.
Although a department or agency may be designated an Enterprise Hub lead, this designation, in
and of itself, does not give it an analysis function. However, that same department or agency
may, as part of its mission set, possess an analytical capability. In the future, coordination will
be largely virtual, with all MDA users networked by a multi-level security, services-oriented
architecture. There may also be a need for additional Hubs in the future to address areas such as
finance, ownership, and international and regional issues.
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While agencies that host Enterprise Hubs perform collection, fusion and analysis consistent with
their current roles and responsibilities, these functions compliment the primary objective of a
Hub. The Enterprise Hubs are sources of subject matter expertise for the GMSA and GMII
Enterprises, administered by the GMSA Director.

9.1.1 Functions
MDA Enterprise Hubs will:

lead interagency information coordination for their respective pillar of MDA information;
facilitate the sharing of intelligence, information and data;

inventory and catalog the databases and information sources that contribute to achieving
MDA, serve end user requirements and ensure availability for access via the web enabled
architecture;

develop a system to track and assess new and proposed initiatives associated with the
maritime domain (it is incumbent upon each agency to inform the respective Hub of new
programs and initiatives);

maintain a directory of world-wide MDA-related capabilities, procedures, and ongoing
activities for their respective MDA pillar;

establish a process or protocol for communicating MDA-related needs, developments, and
information to federal, state, local, tribal, private sector, and international stakeholders;

coordinate interagency development of capability goals corresponding to levels of awareness
in Appendix D;

identify issues that inhibit achieving MDA,

advocate near-term improvements to information sharing that enhance fusion and analysis of
maritime data by stakeholder agencies as the enterprise moves toward a SOA,

maintain consistent liaison with other Enterprise Hubs, establish a formal quarterly summit to
exchange needs, ideas, developments and standards;

facilitate progress toward a net-centric architecture within their respective MDA pillar; and

address the following areas and provide recommendations to the governing organization for
common standards of

o collection,

o fusion/analysis,

o dissemination,

« archive/maintenance,
e me